A System for Simulation, Emulation, and Deployment of
Heter ogenous Sensor Networ ks

LewisGirod Thanos Stathopoulos Nithya Ramanathan Jeremy Elson

Eric Osterwelil

Tom Schoellhammer Deborah Estrin

Center for Embedded Networked Sensing
University of California, Los Angeles
Los Angeles, CA 90095 USA

fgi rod, t hanos, ni t hya, j el son, t schoel | , eoster, destri ng@ ecs. cs. ucl a. edu

Abstract

Recently deployed Wireless Sensor Network systems
(WSNs) are increasingly following heterogeneous designs,
incorporating a mixture of elements with widely varying
capabilities. The development and deployment of WSNs
rides heavily on the availability of simulation, emulation,
visualization and analysis support. In this work, we de-
velop tools speci cally to support heterogeneous systems,
as well as to support the measurement and visualization
of operational systemsthat is critical to addressing the in-
evitable problems that crop up in deployment. Our system
differs from related systems in three key ways: in its abil-
ity to simulate and emul ate heterogeneous systems in their
entirety, inits extensive support for integration and interop-
erability between Motes and Microservers, and in its uni-

ed set of tools that capture, view, and analyze red time
debugging information from simulations, emulations, and
deployments.

1 TheCasefor Heterogeneous Systems

Recent controversy in the Sensor Network research com-
munity has questioned the selection of platforms for Sen-
sor Network research: should the focus be on Motes (8 bit
microcontroller boards such as the Mica2) or Microservers
(32 bit systems such as the iPAQ and Stargate)?

As proponents of Mote-based platforms, we argue that
the hardware cost of a Mote class device ten years hence
will beinthe $1 $5 range, [5] opening up new application
domains that require small, low cost hardware. We also
make the claim that these extremely low-cost platformswill
have similar constraints to those of today’s Motes, and thus
development of software for these scales of platforms is
an important research direction. In some cases we go on
to suggest that new sensor network protocols will only be
needed for relatively homogeneous networks of highly con-
strained devices, and that larger platforms will either run
traditional |P stacks and applications, or run the same op-
erating system as the smaller nodes.

On the other hand, as proponents of larger platforms, we

question whether system software for Mote class platforms
is really going to address all needs of future sensor net-
works. We question whether the low cost platform of ten
years hence will necessarily be as constrained as today’s
mote (e.g. 4K of RAM): if a1mm? chip costs $1 with 4K
of RAM, what is the margina cost of adding more RAM?
Since cost is typically dominated more by production vol-
ume than functionality, the needs of high-volume applica-
tions will tend to drive the functionality of the low cost
platforms. While some applications with minimal needs
will push for the absolute lowest cost platform, high vol-
ume applications that need more functionality can just as
easily drive down the price of more capable platforms. In
either case, if production volumeisthedriving force toward
lower prices, the rst high-volume application (the killer
app ) will need to be useful enough to support the higher
initial engineering costsand risks it can’t just rely on low
prices.

And so, as a community we have been converging on a
model of heterogeneous systems. Given that the shape of
future sensor network platformsis determined by a combi-
nation of future technological advances and future applica-
tions, making an accurate prediction seems particularly dif-

cult. Gaining experience building systems today is prob-
ably the best path forward toward discovering the applica-
tions of the future. Today, heterogeneity is an important
part of sensor network systems, and if history isaguide, it
will be an important part of future systems as well:

Motes and their descendants are the most scalable
platform to support long lifetimes on small, non-
rechargeable batteries. Because their memory archi-
tecture is designed for small footprints and thereis no
MMU, thereisaneed for an OS that is more oriented
toward compile-time optimization and static veri ca-
tion, because memory protection between modules
can't be enforced at run time.

Microservers and their descendants are the most capa-
ble platformsthat can be readily deployed. While they
consume energy at a considerably higher rate than a
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Figure 1. The NIMS/ESS deployment at the James Reserve is the target architecture in our discussion of Heterogeneous Systems. This
diagram shows a complete picture of the NIMS/ESS system, which is composed of both Motes and Microservers. The box on the left
labeled Deployed Motes shows a network of individual deployed microclimate sensor Motes, each running a TinyOS stack including
the TinyDiffusion routing/transport layer. The box on theright labeled Deployed Microservers shows a multihop network of deployed
Stargate-class devices, amixture of NIM S robotic nodes and ESS concentrators. The box in the middle details the software running on
one of the NIM S nodes. Inside this box, we see both NesC/TinyOS code and EmStar code running. Different diagrammatic conventions
are used for the two frameworks: EmStar device interfaces are shown as awhite box above a module, while NesC interfaces are shown
as gray triangles. Arrows indicate client-server relationships. Note that the box labeled TinyDiff Core encapsulates 15 sub-modules
that make up TinyDiffusion. The EmTOS Wrapper isalibrary that enables an entire NesC application to run as a single module in

EmStar.

Mote, they are actually more ef cient at many com-
putational tasks, and they can support the larger mem-
ory footprint required for more complex tasks. Mi-
croservers are also more readily interfaced to high-
bandwidth peripherals, such as high-rate ADCs and
network interfaces. To leverage their capacity to
tackle more complex tasks, Microservers need an OS
that supports standard features such as memory pro-
tection and dynamic con guration, but is also de-
signed to address the problems special to sensor net-
works. While software and operating systems de-
signed for Motes can be run on Microserver-class
hardware, doing so will not leverage the hardware’'s
capabilities missing out on opportunities for in-
creased robustness, exibility, and performance, all of
which are critical for deeply embedded systems and
for which existing I nternet software and protocolswill
not suf ce.

Therefore, there will always be a lowest cost platform
and applications that require that level of functionality.
There will aso aways be applications that require more
functionality, and can justify the additional costs. [1] More-
over, many appswill require acombination of both in order
to combine densely deployed lower end sensors with more

sparsely deployed higher end nodes. The system designs
we pursue should account for heterogeneity asa rst order
property, so that the unique properties of each part of the
system can be exposed and leveraged.

In summary, there is long-term value in developing spe-
cialized system software for both Motes and Microservers,
that is designed to meet the challenges of Wireless Sen-
sor Networks: the implementation of complex distributed
systems that robustly accomplish a task in a complex and
dynamic environment. We can apply this software today
in the many heterogeneous systems that are currently de-
ployed or under development [8] [16] [15] [6] [14] [9] [2].
In these systems, the Mote portion of the implementation
isdonein NesC/TinyOS [4], while the Microserver portion
isdonein EmStar/Linux [3].

1.1 Heterogeneous Target Architecture

Figure 1 shows an example of the type of heterogeneous
system architecture we are targeting. The gureisadia
gram of the system architecture of the NIMS/ESS deploy-
ment in the James Reserve [6] [15]. NIMS (Networked
Info-Mechanical System) is a Stargate-based robotic node
suspended on a cable between two trees. Using motors, the



node can move between the two trees, and raise and lower
asensor package vertically. Thisenablesthe NIMS nodeto
completely explore a 2-D plane through a habitat, as well
asact asa datamule that visits collections of deployed
sensor nodes. ESS is a dynamically taskable data collec-
tion system for the deployed sensor nodes. In ESS the Mi-
croservers use TinyDiffusion to act as robust concentrators
for alarger collection of sensor Motes.

This architecture illustrates many of the ideas of het-
erogeneous system architectures. Because the NIMS node
must move itself using motors, its energy budget is large,
supported by a xed infrastructure of solar panels and bat-
teries. These factors greatly reduce the importance of the
energy cost of the computational hardware, enabling more
capable systems and qualitatively different sensor types to
be used (e.g., high end imagers). On the other hand, the de-
ployed sensor nodes are not easily powered externally, and
are generally collecting slowly time-varying microclimate
data. For these components, the best choice of platform is
clearly a Mote with the appropriate software.

In the gure, the large dashed box represents the soft-
ware running on the NIMS node Stargate platform. This
software is running within the EmStar [3] framework, over
Linux. The Stargate connects to several hardware periph-
eras, including an 802.11 NIC, a Mote, and local sensors
and motor controllers. Via 802.11 the NIMS node can
reach amulti-hop network of other NIMS nodes, other Mi-
croservers such as ESS concentrators, and eventually the
Internet. Viathe Mote network, the NIMS node can partic-
ipate in a dynamically varying network of Motes, tasking
them and drawing out data.

The key point to capture from this target architecture is
that both the Motes and the Microservers implement com-
plex networks and distributed systems, and furthermore
that there is complexity in the software within both Motes
and Microservers. To develop these kinds of systems we
need toolsthat can adequately represent and test these sys-
tems in their entirety, in a variety of degrees of redlity ,
before moving on to the costly and time-consuming busi-
ness of deployment.

2 Toolsfor Heterogeneous Systems

Following early experiences deploying wireless sensor sys-
tems, severa research groups have independently con-
cluded that sensor network systems can only be devel oped
with the help of real code simulation tools. The primary
reason for this seems to be that sensor network systems
often trandate poorly from simulation to deployment, be-
cause the impact of the environment on the system is dif-
cult to model. Real code simulation tools provide this
critical capability to quickly iterate between simulation, de-
ployment, and ideally somewhere in between.
Both the TinyOS/TOSSIM [7] and EmStar/EmSim [3]
environments focus on running identical code in simulation

and deployment. TOSSIM simulates a Mote application
implemented within the NesC/TinyOS framework, while
EmSim simulates a Microserver application implemented
within the EmStar/Linux framework.

2.1 Simulating Motes: TOSSIM

TOSSIM is a discrete-event simulator (i.e. based on a vir-
tual clock) that implements the lowest layer of components
in the TinyOS API, and runs multiple copies of the com-
plete TinyOS stack and NesC application above those com-
ponents. TOSSIM uses specia hooksin the NesC compiler
to support the ability to run multiple instances of a TinyOS
application in a single process, by reserving multiple in-
stances of each TinyOS component’s state.

TOSSIM provides several RF channel models and sen-
sor models. The original version of TOSSIM simulated a
component interface just above the hardware, so that the
TinyOS MAC layer itself was part of the simulated applica-
tion. This has the advantage that more details of the MAC
layer are preserved in the simulation. To address scaling
problems, TOSSIM a so supports packet mode , in which
a packet-level interface is simulated. The TinyViz visual-
izer can connect to TOSSIM and view debugging informa-
tion emitted by the simulated Motes.

Because the same NesC application code runs on real
Motes and in the TOSSIM environment, it is easy to iter-
ate between a set of real Motes and a TOSSIM simulation.
TOSSIM a so hasthe capahility toinject traf cintoasimu-
lated Mote network, in order to simulate tasking and other
stimuli from external sources. However, it is not aways
convenient to feed TOSSIM with ataskload generated by a
complex external system.

While TOSSIM has many desirable features, it was not
designed to simulate our heterogeneous target architecture.
First, TOSSIM requires that an identical code base run on
every Mote. While there may be ways around this (e.g.
combining applications and selecting based on node ID),
this can make iteration between real code and simulation
more cumbersome. Second, TOSSIM does not readily sim-
ulate systems composed of Motes with differing capabili-
ties or hardware, such as the case in ESS where different
Motes are loaded with different sensors.

Third, while TOSSIM can be used to simulate the De-
ployed Motes box of our target architecture, there aren’t
any toolsthat enable that ssmulation to link up to the rest of
thepictureinauni ed simulation environment. The closest
tool to that purposeisthe Tython extensionto TOSSIM,
which enables easy scripting of packet injection into the
simulated Mote network. While in principle this can be
used to simulate the behavior of external networks and sys-
tems, encoding the compl ete behavior of the outside world
into Tython may prove dif cult.



2.2 Simulating Microservers: EmSim

EmSim provides a similar real code simulation capabil-
ity for software written in the EmStar framework. In the
EmStar framework, systems are composed of many Linux
processes, generally one process per separable service or
module. EmStar services can be written in any language,
so long as they communicate using the EmStar |PC mech-
anisms.

Unlike TOSSIM, EmSim can’t assume as much about
the uniformity of the application, because EmStar code can
bewrittenin avariety of languages. Thus, rather than com-
piling everything into one process, EmSim runs multiple
simulated nodes as separate process trees. Each simulated
node communicates with other simulated nodes through
standard EmStar IPC channels that are name-mangled to
give each simulated node its own private namespace.

The lowest layer of servicesis provided by simulation
components that provide separate device interfaces for
each simulated node. For instance, the RF channel model
module provides apacket-level Link Device interfacefor
each simulated node, and transfers packets among the sim-
ulated nodes according to a channel model. EmSim cur-
rently includes simulation components to support sensors
and the RF channel. The RF channel simulator can as-
sume one of several persondities , including the standard
TinyOS MAC, SSMAC [12], and 802.11, and supports a
variety of propagation models tuned for different hardware
types. EmSim does not attempt to model the MAC layer in
detail, apart from gross aspects such as CSMA vs. TDMA
and collisions.

One of the key features of EmSim is its ability to sup-
port emulation mode, where centraly simulated nodes
interact using real radio or sensor hardware embedded in a
target environment. Emulation often reveal s bugs that don’t
appear in simulation, from aspects of the channel that aren’t
well modeled, to peculiarities of the MAC layer that are not
represented in a packet-level simulator.

Emulation mode is made possible in part by the fact that
EmSim natively runsin real time rather than according
to avirtual clock. The advantage of running inreal timeis
that it enables interaction with external hardware or whole
systems that also run in real time. The primary disadvan-
tage is scalability: an EmSim simulation that is too large
may miss timing deadlines if the load is too high. In ad-
dition, a system that runs dowly in rea life can't easily
be sped up. An experimental addition to EmStar called

TimeWarp addresses these problems by using a kernel
module to directly scale the impact of POSIX timing calls
such assel ect (), sl eep() andgetti meof day().
As a side effect to enabling time scaling, TimeWarp can
also enable smulation pause .

Linterestingly, since TimeWarp operates below the POSIX interface,
its effects can even be used to pause a network of real nodes such as
Stargates, and will work with any software regardless of whether it is a
part of EmStar.

While EmSim has many desirable features for simulat-
ing systems of Microservers, it suffersfrom asimilar prob-
lem to TOSSIM in terms of the big picture from our tar-
get architecture. EmSim only simulates real code written
within the EmStar framework, with no convenient way to
link up to Mote software written in NesC/TinyOS. Thus,
it can smulate the Microservers box of our target archi-
tecture, but no tools exist that can integrate that simulation
with asimulation of Motes.

2.3 Simulating Heter ogeneous Systems

The previous sections detailed the capabilities of TOSSIM
and EmSim, and showed that both of these projects lacked
the capacity to easily interoperate with the other in order
to address heterogeneous systems. An effective heteroge-
neous simulation environment implies several important re-
quirements:

Real Code : The capacity to readily move between
simulation and real deployment. A large part of de-
buggingistiedupincon guration lesand other state
describing the high-level structure of the system. In
addition to running real application code, a fully in-
tegrated simulation environment would enable these
con gurationsto be used unmodi ed.

Integrated World Model: Animportant part of sim-
ulating heterogeneous systems is enabling all parts of
the system to interact through the simulated world.
This requires a single integrated world model, rather
than aloose coupling of independent simulation envi-
ronments, each with its own independent channel sim-
ulators.

Integrated Tools: The utility of asimulation environ-
ment is closely tied to its ease of use. Ease of useis
greatly improved with an integrated set of visualiza-
tion and analysis tools, that works for all of the cases
we haveidenti edin our target architecture.

Neither TOSSIM nor EmSim adequately address these
requirements, as they relate to our target architecture. To
bridge this gap, we developed an extension to EmStar
caled EmTOS and some accompanying modi cationsto
EmSim. Section 3 describes EMTOS in more detail. Sec-
tion 4 describes extensions to EmSim and EmView, the
EmStar visualizer. Section 5 presents a performance anal-
ysis of EmTOS, both with an example application and with
comparative metrics vs. native TinyOS.

3 EmTOS

EmTOS is an extension to EmStar that enables an entire
NesC/TinyOS application to run as a single module in an
EmStar system. As shown in Figure 2, EmTOS works by
providing a wrapper library and a set of stub components






